
Managing your Blackberry Security Settings 

There are a number of options you can set to help maximize 
the safety and security of your BlackBerry.  
 
Enable Password Protection 
From the Home screen, go to Settings > Security and Privacy > 
Device Password.  Set Password to On. Enter your new pass-
word when prompted.  Confirm password, and then exit to the 
main menu. Lock your phone by pressing and holding the pow-
er button to confirm that it has been password-protected. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

 
 
 
 
 
 
 
 

Enable Encryption 
Also under Settings > Security and Privacy > Encryption and 
select On.  Scroll down and select On under Media Card En-
cryption.  Enter your new password when prompted.  

 
 

 
 
 
 
 
 

Lock Down Bluetooth 
Bluetooth is set to on by default on Blackberries. In addition to 
wasting your battery, this leaves you open to Bluetooth-based 
attacks. We recommend turning Bluetooth off and enabling it 
on an as needed basis.  To lock down Bluetooth:  
 
Go to Settings > Network Connections > Bluetooth and select 
Off.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Disable Location Services 
Almost all apps default to "allow" for location services, regard-
less of what the user selected during setup.  To disable loca-
tion services entirely, go to Settings > Location Services and 
select off.  This will disable all Location capabilities on the 
phone.   
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Alternatively, you can choose which apps have location per-
missions.  To do this, go to Settings > Security and Privacy > 
Application Permissions and select on or off for each individu-
al application.   Select on only when necessary, most common-
ly google maps or Uber type apps.  Exit and save. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

Geo-Tracking and Photo Tagging If you choose this route, we recommend leaving Traffic Data 
Collection and Location-based Ads on the overall Location 
Services set to off. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Once you’ve updated your location permissions, clear your 
recent location history (see above). 
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